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Summary

Outline of Identity Federation
Overviews of SAML2 and WS-Federation1.1B
Interoperability between different architectures

A way to make SAML2 and WS-Federation1.1B
Interoperate






Principle of Identity Federation
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Web Technologies and federation roles

Resources are provided by Service Providers (SP) (relying
parties and assertion consumers) of two types:

 Web applications

 Web services

Which implies two types of Requestors (interfaces of a
Principal):
 Web Browser (graphical interface of a principal: user)
 Web Service consumer (acting on behalf a principal:
standalone application)



Web Technologies and federation roles

Authorities are in charge:
 to perform the authentication process;
» to Issue security informations:
 the authentication process results;
* the identity attributes of the principal.



Security informations

An ldentity Federation architecture is mainly a transport
architecture of identity informations.

These informations are conveyed through the federation
protocol in assertions or security tokens, issued by the
authorities to the SP to make it perform the access control.

o |[f the information delivered by the authority is reusable (life
time, renewable,etc), it is rather called token.

o |[f it is a one time information, it is rather called an
assertion.

Tokens are generally used with active clients (enhanced web
browser or standalone application) which allow their storage
and reuse.



Identity federation architecture

Provides two Main profiles, satisfied by the federation
protocol:

» Authentication delegation and Session management on an
authority, the ldentity Provider (IP) which allows Single
Signon and Single Logout;

 Attribute issuing. The service provider requests an
authority, the Attribute Provider (AP), to obtain attributes or
claims about a principal for access control and
personalization purposes



And...

Ensures privacy thanks use of pseudonyms.

Relies on federation metadata which allow the description of
an entity, its role(s), endpoints and certificate, and provides a
way for entities to exchange them easily.

Provides several bindings, mainly, HT TP redirections and
SOAP over HTTP.



Federation and trust

All the federation entities are trust linked and form a circle of
trust.

The federation trust architecture is based on:
» pre-established lists of trusted entities (eg whitelist of
trusted public key);
« common trusted third parties (eg a certification authority).

Security informations (messages) are signed to allow their
authentication and if they come from a trusted party.

Transitive trust can be supported by two entities if they both
trust a common third entity.
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Overview SAML2 and WS-

Federationl.1B




SAML?2
Security Assertion Markup Language v2.0

IdP SP Enhanced
Lite Lite client

Web browser Enhanced IdP Single

Metadata fo
describe provider
abilities and needs

Operational modes for
use in conformance
testing and RFPs

SSO client 5SSO discovery logout

e query/request request management | logout

Authentication

context classes Attribute
to describe types of profiles
authentication for interpreting

performed/desired attrib semantics

Authentication Attribute Authz decision Custom

statement statement statement

Bindings onto standard SOAP over HTTP HTTP HTTP  SAML
communications protocols HTTP e redirect POST artifact URI Sl

12



WS-Federationl.1B
Web Service Federation Language v1.1B

Comming from web service security specifications.

Mainly, WS-Security, WS-Trust, WS-SecurityPolicy and WS-
MetadataExchange

Pobty

Security

Token
Service Securiy

//' 4 Token |, Claims ]

Palicy g

R eguestor

Token
Y Polioy

Yyeb

WS-Federation: Sl e NN
* Roles of Security Token Servers
* Federation Metadata
* An application of the WS-Federation Model: WS-
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Principle of interoperability

Allow a service provider to consume and to
trust the security informations issued by an
authority of a different specification.

WHICH IMPLIES IF NECESSARY:
* to translate security informations;

» to convert the requests and responses of the federation
protocol;

» t0 negociate a common protocol;

e {0 ensure transitive trust.
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Interoperability architecture

The interoperability process can be directly taken
In charge by authorities or service providers:
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Interoperability architecture

It needs to modify entities in production.

Consumer and provider of security information
« speak » the same specification: negociation on
a common specification is needed.

It is not a real interoperability issue because the

producer and the consumer « speak the same
language ».
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Interoperability architecture

Interoperability can be enabled thanks to a trusted
third party (TTP):
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Interoperability architecture

The TTP topology :

* |s suitable to avoid modifications of existing
entities;
* may support direct or transitive trust.

It needs to convert requests and responses, and
maybe, security informations.

Represents a single point of failure.

19



A way to make SAML?2 and WS-

Federationl.1B interoperate




First comparison result

e,

SAML2 only cares about principal as users and not as
standalone application. The user can interface the federation
architecture with a passive or an active requestors (a simple

or an enhanced web browser).

WS-Federation1.1B cares about principals as users, which
uses passive requestors (web browsers), or as standalone
applications, which are active requestors (web service
consumers).

Hence, for the interoperability issue, we care about
ressources as web applications and thus, principals are
users with simple web browser.
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Goal of the comparison

Determine the common profiles
Study the bindings and metadata issues

Infer the mapping of the requests and responses
of the federation protocol

Determine how to assert the same information in
SAML assertions and WS-Security tokens
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Common profiles

* Authentication delegation and session
management (Single logout)

* Attribute issuing:
e Contained in the same assertion as the
authentication one.
* |n distinct responses.
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Iransport

* For authentication delegation, HT TP redirection is required
to allow the user to present his credentials to the authority
(Identity Provider / Security Token Server).

* For Single logout and attribute query, WS-Federation only

support H

P redirection. SAML also support direct SOAP

requests between the SP and the Authorities.

* In SAML, all the assertions can be obtained through a
back channel. A reference called an artifact will be used
through the front channel.
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Transport & Metadata

e,

Whatever binding is used for one profile, the content of
the requests and responses of the federation
protocole, and the resulting security information, will
be the same.

Thus, the choice of a binding is a question for the TTP,
not of the SP or the authorities. So the TTP will only
have to allow those supported by the SP and authority
indicated in their metadatas as for a normal federation
architecture.

There is no dynamic treatment to apply on metadatas,
there will be treated beforehand the communications as
for a normal federation architecture. 25



Requests

WS-Federation offers two means for the SP to request the IP
for authentication: Through a set of URL parameters or

through an XML Document passed through a URL parameter.

We have choosen to use this way to make them interoperate
because SAML use this principle too.

So the TTP have to translate an SAML Request into an WS-
Trust Request and inversely. It is mainly for us an XML
schema mapping and in production a XML Document
conversion.
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Responses

They both use XML Documents passed through a URL
parameter.

As for the requests, the TTP will have to translate an SAML
Response into an WS-Trust Response and inversely.
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Security Informations

The good news: WS-Federation is based on
WS-Security which accepts SAML assertion as
security token format.
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So what?

The TTP extracts the assertion from the XML
Document Response it receives, it recreates a
XML Document Response and includes in it,
the assertion.

It resigns the assertion if it ensures transitive

trust, i.e. the SP and IP are directly trust linked
or it just adds its own signature.
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Review

Now? We only provide a guideline and we have roughly
treated the authentication request in the article.

Next:
 Address privacy:
« SAML: pseudonyms managed by identity providers
« WS-Federation: Dedicated pseudonym authorities
* Make a detailed schema mapping.
» Write pre-specifications for development.
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Future works

e,

Infer from the litterature and the different existing federation
architectures:

» an ontology to make make easier conversion for protocol
and security informations
* a model which solves the puzzle which the pieces are:
« an architecture which suits for web application
consumed as well with passive an active requestors
* the security of service oriented architecture
 an Identity service oriented architecture (Liberty 1D-
WSF)
e take in account the ldentity 2.0 paradigm (Cardspace
and OpenlD)
e address main « use cases ». Grid Cumputing, e-
Administration, Telco operators, banking, etc... 32



